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1 Research Interests

Internet Systems and Technologies, Internet Security, the World-Wide Web, Peer-to-Peer Systems, Grid
Computing, Parallel and Distributed Systems, and Operating Systems.

2 Education

Ph.D. (Computer Science), University of Rochester, May 1993. “Scheduling for locality in Shared-Memory
Multiprocessors”.

M.S. (Computer Science), University of Rochester, May 1990. “A multiprocessor thread-library for user-
level scheduling”.

D.Eng. Diploma of Engineering (Computer Engineering), University of Patras, Patras, Greece, July 1988.
“Performance Evaluation in Concurrency Control”.

3 Funding

3.1 Grants - Principal Investigator

The following is a list of funded programs where I have been the Principal Investigator:

Evangelos Markatos: GN3: Multi-Gigabit European Research and Education Network and Associated
Services. Funded by the European Commission. budget: 100,000 euros, funding: 100,000 euros (third
party involvement through GRNET). Duration: 2010-2012.

Evangelos Markatos: HellasHPC. Funded by the General Secretariat for Research and Development. Du-
ration: 2010-2010, budget: 3,000 euros, funding: 3,000 euros.

Evangelos Markatos: i-Code: Real-time Malicious Code Identification Funded by the European Commission.
Duration: 2010-2012, budget: 209,000 euros, funding: 146,000 euros. (Project coordinator)

Evangelos Markatos: SysSec: A European Network of Excellence in Managing Threats and Vulnerabilities
in the Future Internet: Europe for the World. Funded by the European Commission. Duration:
2010-2014, budget: 603,000 euros, funding: 535,000 euros. (Project coordinator)
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Evangelos Markatos: EGEE III - Enabling Grids for E-SciencE. Funded by the European Commission.
Duration: 2008-2009, budget: 64,800 euros, funding: 64,800 euros (third party involvement through
GRNET).

Evangelos Markatos: MOMENT: Monitoring and Measurement in the next Generation Technologies.
Funded by the European Commission. Duration: 2008-2010, budget: 366,000 euros, funding: 274,000
euros.

Evangelos Markatos: FORWARD: Managing Emerging Threats in ICT Infrastructures. Funded by the
FEuropean Commission. Duration: 2008-2009, budget: 144,718 euros, funding: 144,718 euros.

Evangelos Markatos: WOMBAT: Woldwide Observatory of Malicious Behaviors and Attack Threats.
Funded by the European Commission. Duration: 2008-2010, budget: 465,000 euros, funding: 362,000
euros.

Evangelos Markatos: GRID operations Center. Funded by EPISEY through a subcontract. Duration:
2006-2008, budget: 19,000 euros, funding: 19,000 euros.

Evangelos Markatos: Emerging Risks. Funded by the ENISA (the European Network and Information
Security Agency). Duration: 2006-2006, budget: 20,000 euros, funding: 20,000 euros.

Evangelos Markatos: EGEE II - Enabling Grids for E-SciencE. Funded by the European Commission.
Duration: 2006-2008, budget: 77,112 euros, funding: 77,112 euros (third party involvement through
GRNET).

Vivi Fragopoulou and Evangelos Markatos: Safeline 2: A Greek Active Hotline in the Fight Against Cyber
Crime. Funded by the European Commission through the Safer Internet Action Plan. Duration:
2007-2009, budget: 103,000 euros, funding: 51,500 euros.

Evangelos Markatos: WISDOM: Wlrespeed Security Domains using Optical Monitoring. Funded by the
European Commission. Duration:2006-2008, budget: 408,380 euros, funding: 209,500 euros.

Panos Trimintzios and Evangelos Markatos: TIGER: Together IP, GMPLS and Ethernet Reconsidered.
Funded by the General Secretariat for Research and Development. Duration:1/2006-1/2008, budget:
42,500 euros, funding: 42,500 euros.

Evangelos Markatos: MILTTADES: Multl-Layer Technlques for Attack DEtection Systems. Funded by the
General Secretariat for Research and Development. Duration:1/2006-1/2008, budget: 30,000 euros,
funding: 30,000 euros.

Evangelos Markatos: Cyberscope: towards the timely detection of and effective response to Internet-based
cyberattacks. Funded by the General Secretariat of Research and Development through PENED.
Duration: 2006-2008, budget: 110,000 euros, funding: 99,000 euros.

Evangelos Markatos: ESTTA: An integrated platform for security auditing. Funded by the General Secre-
tariat of Research and Development through PAVET-NE (subcontract from Virtual Trip). Duration:
2005-2006, budget: 12,000 euros, funding: 12,000 euros.

Evangelos Markatos: NoAH: A European Network of Affined Honeypots. Funded by the European Com-
mission through Unit “Research Infrastructure”. Duration: 2005-2008, budget: 752,464 euros, funding;:
389,284 euros.

Evangelos Markatos: Safernet SIUCyL: Safer Internet User Cyprus Hotline. Funded by the European
Commission through the Safer Internet Action Plan. Duration: 2005-2007, budget: 106,960 euros,
funding: 53,480 euros.

Evangelos Markatos: EGEE- Enabling Grids for E-Science and Industry in Europe. Funded by the European
Commission through contract 508833. Duration: 2005-2006, budget: 49,000 euros, funding: 49,000
euros (third party involvement through GRNET).
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Evangelos Markatos: Safeline: A Greek Active Hotline in the Fight Against Cyber Crime. Funded by the
European Commission through the Safer Internet Action Plan. Duration: 2005-2007, budget: 106,960
euros, funding: 53,480 euros.

Evangelos Markatos: LOBSTER: Large Scale Monitoring of BroadBand Internet Infrastructure. Funded
by the European Commission. Duration: 10/2004-12/2006, budget: 622,375, funding: 364,332 euros.
The proposal ranked first among all related proposals in its action line priority achieving
a score of 23/25.

Evangelos Markatos: COREGRID: European Research Network on Foundations, Software Infrastructures
and Applications for large scale distributed, Grid and Peer-to-Peer Technologies. Funded by the
European Commission. Duration: 9/2004-9/2008, budget: 227,157 euros, funding: 104,069 euros.

Evangelos P. Markatos SecSPeer: Secure and Scalable peer-to-peer computing and communication sys-
tems. Funded by the General Secretariat for Research and Development. Duration: 6/2004-6/2006,
budget: 45,000 euros, funding: 45,000 euros. The proposal received a score of 91/100 and
was ranked first among all proposals submitted in the area of Transport, Networks, and
Telecommunications.

Evangelos Markatos: EAR: Early-warning system for automatic detection of Internet-based cyberattacks.
Funded by the General Secretariat for Research and Development. Duration:1/2004-1/2006, budget:
45,000 euros, funding: 45,000 euros.

Evangelos Markatos: i-Guard: an integrated system for network-based intrusion detection. Funded by the
General Secretariat for Research and Development. Duration: 11/2003-5/2005, budget: 35,000 euros,
funding: 35,000 euros.

Evangelos Markatos: Netwatch: A Greek Active Hotline in the Fight Against Cyber Crime. Funded by
the European Commission through the Safer Internet Action Plan. Duration: 1/10/2002-30/9/2004,
budget: 72,000 euros, funding: 37,000 Euros.

Evangelos Markatos: Question How: Quality Engineering Solutions via Tools, Information and Outreach for
the New Highly-enriched Offerings from W3C: Evolving the Web in Europe. Funded by the European
Commission through a subcontract from INRIA. Duration: 2002-2003, budget: 92,000 euros, funding:
92,000 euros.

Evangelos Markatos: SCAMPI: A Scalable Measurement Platform for the Internet. Funded by the European
Commission. Duration: 1/4/2002-31/5/2005, budget: 794,950 euros, funding: 397,475 euros.

Evangelos P. Markatos: Paperfinder: Effective discovery on the World Wide Web. Funded by the USENIX
Association. Duration: 1998-2000, budget: $19,000, funding: $19,000.

Evangelos P. Markatos: RAMDISK: A Network Memory Filesystem. Funded by the USENIX Association.
Duration: 1998-2000, budget: $14,000, funding: $14,000,

Evangelos P. Markatos: USEwebNET: Amortized searching on the World Wide Web. Funded by the
USENIX Association. Duration: 1998-2000, budget: $9,000, funding: $9,000.

Evangelos Markatos: Exploiting Idle Memory in Workstation Clusters. Funded by the General Secretariat
for Research and Development through program PENED 95. Duration: 1997-1998, budget: 8 Mdrhs,
funding: 8 Mdrhs (=$30,000).

Evangelos P. Markatos: Analyzing Cache Behavior of memory-intensive applications. Funded by the
USENIX Association. Duration: 1998-2000, budget: $15,000, funding: $15,000
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3.2 Equipment Grants - Principal Investigator

The following is a list of equipment grants where I have been the Principal Investigator:

Evangelos Markatos: HellasGrid: Design and Development of a pilot infrastructure for the provision of
advanced GRID services. Equipment grant from GRNET. Duration: 2005-2010, budget: 150,000
euros, funding: 150,000 euros.

Evangelos Markatos: IXP-1200 network processors for network monitoring and security monitoring. Funded
by Intel Inc. (equipment donation). Duration: 2003, budget: 14 IXP1200 network development boards,
costing close to 70,000 euro.

3.3 Marie Curie and PostDoc Grants - Scientist in Charge

The following is a list of Marie Curie - Postdoc Grants where I have been the Scientist in Charge:

Dimitris Antoniades: Traffic Classification on the Internet. Funded by the Greek Ministry of Education,
through program Heraklitos II (in negotiations) Duration 2011-2013, budget: 45,000 euros, funding:
45,000 euros.

Thomas Karagiannis: PRAWN: Automated Traffic Profiling of Internet Services. Funded by the European
Commission, Marie Curie Grants (FP7-PEOPLE-2009-IEF). (in negotiations) Duration 2010-2012,
budget: 147,997 euros, funding: 147,997 euros.

Michalis Polychronakis: MALCODE: Malicious Code Detection using Emulation. Funded by the European
Commission, Marie Curie Grants (FP7-PEOPLE-2009-I0F). Duration 2010-2013, budget: 230,000
euros, funding: 230,000 euros.

Elias Athanasopoulos: On the Misuses of Real World Large Scale Distributed Systems Microsoft Research
PhD Scholarship Programme Duration 2008-2010, budget: 100,000 euros, funding: 100,000 euros.

Sotiris Toanidis: PASS: Privacy Architectures for System Services Funded by the European Commission,
Marie Curie Grants (FP7-PEOPLE-2007-4-3-IRG), MIRG. Duration 2008-2012, budget: 100,000 euros,
funding: 100,000 euros.

George Apostolopoulos: PROFP: Programmable Forwarding Planes for Next Generation Routers. Funded
by the European Commission, Marie Curie Grants. Duration 2005-2008.

Angelos Bilas: ATHLOS: Architectures of Commodity Hardware Blocks and Operating Systems. Funded
by the European Commission, Marie Curie Grants. Duration 2005-2008, budget: 80,000 euros, funding:
80,000 euros.

George Apostolopoulos: MultiCoPlane: Architectures of Commodity Hardware Blocks and Operating Sys-
tems Funded by the European Commission, Marie Curie Grants. Duration 2005-2008, budget: 80,000
euros, funding: 80,000 euros.

Vivi Fragopoulou: Multicast Problems in Multipoint Communication. Funded by the European Commis-
sion. Duration: 2000-2002, budget: 48,000 euros, funding: 48,000 euros.
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4 Employment History

University of Rochester
Fall 88 - Summer 92 Teaching/Research Assistant

GTE Labs

Summer 90 Programmer
Design and implementation of the transaction subsystem of a distributed system, part of the DOM
project at GTE. Developed a transaction system based on nested transactions and rules, and investi-
gated its suitability as a general purpose programming mechanism for distributed systems [c2].

Technical University of Crete

Fall 92 - Summer 93 Visiting Assistant Professor
Teaching of the Operating Systems, C and Uniz, and the Computer Architecture undergraduate courses.

University of Crete

Fall 94 - Spring 96 Elected Assistant Professor
Spring 96 - Fall 99 Appointed Assistant Professor
Fall 99 - Summer 01 Tenured Assistant Professor
Summer2001 - Summer 2005 Associate Professor
Summer2005 — Elected Professor

Teaching of various courses including Operating Systems, Internet Systems and Technologies, Parallel
Systems and Grids, Introduction to Programming, Parallel Programming, Computer Architecture, and
Parallel Computer Architecture

FORTH-ICS

Fall 92 - Spring 05 Associated Researcher
Spring 05 — Head and founder of the Distributed Computing Systems Lab
Our research at ICS-FORTH deals with

e workstation clustering, high-speed network interfaces, remote memory paging, main memory
databases (1992-2000)

e embedded systems - network processors (1999-)

e The World-Wide Web, latency reduction/tolerance, resource discovery and web searching, content
transcoding, device independence ((1996-)

e Network monitoring (2001-)
o Internet security, intrusion detection (2001-)
e Peer-to-peer systems and GRIDS. (2001-)
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5 Management Positions

2010 — : Project Manager of the SysSec EU-cofunded Network of Excellence

achievement: received close to 2.5 million euros of funding for the project.

achievement: the SysSec proposal was ranked first in its category.

2010 — : Project Manager of the i-Code EU-cofunded project

achievement: received close to 730 thousand euros of funding for the project.

2005 — : Head and Founder of the Distributed Computing Systems Lab at FORTH/ICS

achievement: attracted more than 2 million euros of funding.

achievement: attracted 5 Ph.D. holders to the lab as researchers.

2005 — 2007 : Project Manager of the LOBSTER EU-cofunded project

achievement: received close to 2 million euros of funding for the project.

achievement: the LOBSTER proposal was ranked first in its category.
2005 — 2007 : Project Manager of the NoAH EU-cofunded project

achievement: received close to 2 million euros of funding for the project.

2003 — 2008 : Head of the Greek W3C (World-Wide Web Consortium) Office
2001 — 2002 : Co-ordinator of the Greek W3C (World-Wide Web Consortium) Office

achievement: Received support from the European Union through project QUESTION HOW total-
ing close to 70,000.00 EURO.

achievement: increased the number of Greek W3C members from one (in 2002) to five (in 2005)
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6 Professional Activities

6.1 Paper Reviewer

6.1.1 Journals

Communications of the ACM, Computer (IEEE), ACM Transactions on Computer Systems, IEEE/ACM
Transactions on Networking, ACM Transactions on Embedded Computer Systems, ACM Transactions on
Internet Technology, ACM SIGCOMM Computer Communications Review (CCR), IEEE Transactions on
Parallel and Distributed Systems, IEEE Transactions on Software Engineering, IEEE Transactions on Com-
puters, IEEE Transactions on Knowledge and Data Engineering, IEEE Parallel and Distributed Technology:
Systems and Applications, IEEE Software, IEEE Proceedings, Computer Networks (Elsevier), Future Gen-
eration Computer Systems Journal (Elsevier), International Journal of Computers and Applications, Journal
of Computer Networks and Applications (Elsevier Science BV), Journal of Grid Computing (Elsevier Science
BV), Journal of Parallel and Distributed Computing, Journal of Selected Areas in Communication (JSAC),
Journal of Systems and Software (JSS) Journal of Telecommunication Systems, Methods of Information
in Medicine (MiM), Parallel Computing, Real-Time Systems: The International Journal of Time-Critical
Computing, Software Practice and Experience, SCS Transactions - Applications of Modeling and Computer
Simulation, Tsinghua Science and Technology (Journal).

6.1.2 Refereed Conferences

Symposium on Parallel and Distributed Computing, Symposium on Operating Systems Principles, IEEE
International Conference on Distributed Computing Systems, IEEE International Conference on Communi-
cations, International Conference on Supercomputing, International Parallel Processing Symposium, Inter-
national Conference on Very Large Data Bases (VLDB), International Symposium on Integrated Network
Management, INFOCOM, Symposium on Experiences with Distributed and Multiprocessor Systems, In-
ternational Conference on Parallel Processing, Real-Time Systems Symposium, International Symposium
of Computer Architecture, Hellenic Conference on Informatics, Europar, International Conference on Ser-
vice Oriented Computing, World Transputer Congress, High Performance Computer Architecture, Euro-
pean Conference on Digital Libraries, Communication and Architectural Support for Network-based Parallel
Computing, International Conference on Dependable Systems and Networks (DSN), TASTED International
Conference on Communications and Computer Networks, IEEE International Conference on Cluster Com-
puting.

6.2 Organization Reviewer
Reviewer for ENISA Deliverables

6.3 Project Reviewer

NANOS European Union IT project (primary reviewer),
POP European Union FET IST project.

6.4 Project Proposal Reviewer

e Hong-Kong Research Grants Council (RGC).
e PROGRESS: the Dutch PROGramme for Research on Embedded Systems
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e European Union - Information Society Technologies -

— Future and Emerging Technologies

— Research Infrastructures
e Ministry of Development - GSRT

— Greek-Italian Cooperation

— Greek-German Cooperation
e Ministry of Education
— EPEAEK - Proposals for Heraklitos Program on Graduate Studies

6.5 Program Committees
6.5.1 Steering Committee Member
e EC2ND (European Conference on Computer Network Defence)

6.5.2 PC Chair - General Chair

e DIMVA 2012 (Conference on Detection of Intrusions and Malware & Vulnerability Assessment - IEEE
- Springer)

e EuroSEC 2009 (Second European Workshop on System Security - ACM)
e EuroSEC 2008 (First European Workshop on System Security - ACM)
e CMS 2006 (IFIP Conference on Communications and Multimedia Security)

e Europar 2004 (Vice Chair for Scheduling and Load Balancing)

6.5.3 Program Committee Member

e International Conference on Architectural Support for Programming Languages and Operating Systems
(ASPLOS 2012)

e International Symposium on Stabilization, Safety, and Security of Distributed Systems (SSS 2011)
e 16th IEEE International Symposium on Computer Communications (ISCC 2011)

e 18th International Conference on Telecommunications (ICT 2011).

e Financial Cryptography (2011).

e 14th IEEE Global Internet Symposium (2011).

e OTM IS 5th International Symposium on Information Security (2010).

e European Conference on Computer Network Defence 2010 (EC2ND 2010)

e International Conference on Security and Cryptography (SECRYPT 2010)

e European Workshop on Computer Systems Security (EuroSec2010).

e ACM SIGKDD Workshop on CyberSecurity and Intelligence Informatics (CSI-KDD 09)

e European Workshop on Computer Systems Security (EuroSec2009).
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e OTM IS 4th International Symposium on Information Security (2009).

o IFIP Traffic Monitoring and Analysis (TMA) Workshop (2009).

e Workshop on Open Source Software for Computer and Network Forensics 2008.
e IEEE End-to-End Monitoring Workshop 2007 (E2EMON 08).

e Third International Conference on Information Security (IS) 2008

o Third Greek Open Source Conference (2008).

e Computer and Network Security Symposium of the the ACM International Wireless Communications
and Mobile Computing Conference 2008 (IWCMC 08).

o First Hellas Grid User Forum (2008).

e European Workshop on Computer Systems Security (EuroSec2008).

o International Workshop on Secure and Multimodal Pervasive Environments (SMPE) 2007
e Second International Conference on Information Security (IS) 2007

e Workshop in Information Security Theory and Practices 2007 Smart Cards, Mobile and Ubiquitous
Computing Systems (WISTP 2007)

e The 2007 International Workshop on Security Modeling in Per-com (SMP 07).

e IEEE End-to-End Monitoring Workshop 2007 (E2EMON 07).

e International Conference of Parallel Processing (ICPP) 2007

e IEEE International Conference of Distributed Computing Systems (ICDCS) 2007

o First International Workshop on Information Security (IS) 2006

e Gth Austrian-Hungarian Workshop on Distributed and Parallel Systems DAPSYS 2006
¢ ACM SIGMETRICS/PERFORMANCE 2006

e Second International Conference on Embedded Software and Systems (ICESS 2005).

e IFIP/IEEE International Symposium on Intergrated Network Management (IM 05).

e IEEE End-to-End Monitoring Workshop 2005 (E2EMON 05).

e The 17th Symposium on Computer Architecture and High Performance Computing (SBAC-PAD 2005)
e Third European HealthGrid Conference, 2005

e ICS 2004 Workshop on Component Models and Systems for Grid Applications

e Europar 2004

e Second European HealthGrid Conference, 2004

e ACM Symposium on Applied Computing, 2004

e IEEE International Conference of Distributed Computing Systems (ICDCS) 2004

e [EEE International Symposium on Signal Processing and Information Technology 2003

e International Conference of Parallel Processing (ICPP) 2003

e Balkan Conference in Informatics (BCI) 2003
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e Panhellenic Conference in Informatics (PCI) 2003

e Workshop on Web Request Modeling and Prediction, in association with the Eighteenth International
Joint Conference on Artificial Intelligence, 2003

e First European HealthGrid Conference, 2003

e International Parallel and Distributed Processing Symposium 2003

e The 14th Symposium on Computer Architecture and High Performance Computing (SBAC-PAD 2002)
e International Workshop on Web Content Caching and Distribution (WCW 2002)

e International Conference of Parallel Processing (ICPP) 2002

e Workshop on Agent based Cluster and Grid Computing 2002, held in association with the IEEE
International Symposium on Cluster Computing and the Grid (CCGrid’2002)

e IEEE International Symposium on Cluster Computing and the Grid (CCGrid’2002)

e 2001 International Conference on Computational Science (ICCS’2001), Technical Session on Cluster
Computing

e IEEE International Symposium on Cluster Computing and the Grid (CCGrid’2001)
e 10th International World Wide Web Conference (WWW10 May 2001)

e Cluster Computing workshop at HPCN2000

e The 8th Workshop on Hot Topics in Operating Systems (HotOS-VIII), 2001

e 9th International World Wide Web Conference (WWW9 May 2000) (I was the only non-US member
of the 16 Program Committee members specializing in Performance)

e Parallel Architectures and Compilation Techniques 99 (PACT 99)

e Workshop on Communication, Architecture, and Applications for Network-based Parallel Computing
(CANPC) 99

e IEEE International Parallel Processing Symposium (IPPS) 98

e Euromicro 97

6.6 Service in Committees

6.6.1 International Committees

e 2007—2009: Member of the Permanent Stakeholders’ Group of ENISA (European Network and Infor-
mation Security Agency) (second term). 2005—2007: Member of the Permanent Stakeholders’ Group
of ENISA (European Network and Information Security Agency) (first term).

e 2006—2007: Member of the Expert Group of ESFORS (http://www.esfors.org)

e 1996 —: Member of the ERCIM (European Research Consortium on Informatics and Mathematics)
Working Groups
— 1996 — 1999 : Parallel Processing Network
— 1999 — 2000: Working Group on the World Wide Web
— 2001 — 2002: Working Group on Grid Computing

6 PROFESSIONAL ACTIVITIES Page 10 of 28
6.6 Service in Committees



Evangelos Markatos Curriculum Vitee March 29, 2011

— 2002 — 2004: Working Group on Dependable Embedded Systems

1999 — 2002: Member of the Advisory Committee of the IEEE CS Task Force on Cluster Computing
(TFCC)

1998 — 2002: Director of the High-Performance Computing Facility of the University of Crete.
1997 — : Campus Representative for the USENIX Association

achievement: Received grants from USENIX totaling $57,000.00 USD.

1997 — 2002: Member of the International Relations Committee of the University of Crete

achievement: tripled ERASMUS/SOCRATES student mobility between 1997 and 2000.

6.6.2 National Committees

2004—2005: Member of the Committee for new technologies. Municipality of Heraklion, Crete.
2002-2004: HellasGRID Working Task Force, Member.
1998 — 1999: Coach of the Computer Science Department’s programming team.

achievement: 1998: Second place in the Panhellenic Programming Contest among Greek Universi-
ties in 1998.

achievement: 1999: Fourth place in the Panhellenic Programming Contest among Greek Universities
in 1999.

1998 — 2000: Member of the committee for the reorganization of the undergraduate Computer Science
Curriculum for the Computer Science Department of the University of Ioannina

1997 —2002 : Undergraduate Studies Committee, Computer Science Department,

— 1997 —2001 : member
— 2002 — 2002 : chair
University of Crete

1997 — 2000: Member of the Board of Directors of the Center for Professional Studies of the University
of Crete.

6.6.3 Ph.D. Theses Committees

6.7

Michai Cristea, “Network Monitoring on Network Processors”, Leiden University, 2007.

Invited (non-conference) Talks

Using Memory (or Cache) Affinity in Scheduling on Shared-Memory Multiprocessors.

e The Pennsylvania State University
o The University of Pittsburgh

e Argonne National Laboratory

e Dartmouth College

o University of Pennsylvania

o The University of Delaware

e Boston University
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Reliable Remote Memory Paging

e UPC, Spain March 1996
e CNUCE, CNR, Pisa, Italy December 1996
o U of Texas, San Antonio January 1997

Web-conscious storage management for web proxies

e Compag, Malrborough, MA, USA newblock October 2000
o Akamai Technologies, Boston, MA, USA newblock October 2000

High-Performance Computing Research in Crete
e Compag, Malrborough, MA, USA newblock October 2000
LOBSTER: Large Scale Monitoring of Broadband Internet Infrastructure
e The TERENA Networking Conference, Rhodos, Greece June 2004
Network Monitoring
o Workshop on Security in (ME& W) Heterogeneous Networks, Brussels, Belgium September 2004
What is the GRID?
e COMDEX, Athens, Greece November 2004
Passive Network Monitoring
o Workshop on Security Issues in Heterogeneous Networks, Brussels, Belgium December 2004
Writing a successful proposal: The NoAH Approach
o Workshop on Research Infrastructures, Athens, Greece. December 2004
Cyberattack detection and mitigation. The SCAMPI and LOBSTER approach.
e Seminar Talk, National Technical University of Athens, Greece. March 2004
High Performance Computing Access and Support for Scientific Computing in Crete and Greece
e Invited Talk, First Cretan Bioinformatics Forum, Crete, Greece June 2006
Safety and Security in peer-to-peer systems
e Invited Talk, Electronic Crime 2006, Athens, Greece October 2006
Emerging Issues in Security

e Invited Talk, Threats on the Internet Seminar, Brussels, Belgium. October 2006,
http://cordis.europa.eu/ist/trust-security/publications.htm.

Emerging Issues in Security

e Invited Talk, Workshop on System Dependability and Security - part of EU-US Summit Series
on CyberTrust, Dublin, Ireland. November 2006

Emerging Risks in Network and Information Systems Security
e Invited Talk, ENISA (the European Network and Information Security Agency). February 2007

Large Scale Attacks on the Internetessons learned from the LOBSTER project
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e Invited Talk, in “Learning from large scale attacks on the Internet, Policy implications”, Brussels,
FEuropean Commission. January 2008

Information Collection for Emerging and Future Risks

e Invited Talk, in EUROSEC 08. March 2008
e Invited Talk, in ENISA-PSG meeting. April 2008
e Invited Talk, in ENISA-FORTH Summer School. September 2008

An Open Platform for Planning, Developing, Publicly Discussing, Finding Consensus, Publishing, Dissemi-
nating, and Maintaining Open IT-Standards: WWW, in 3rd Hellenic HL.7-Hellas Conference, October
2008.

Tracing Cyberattackers in the Internet, ADAE Information Day, Heraklion December 2008.
Real World Polymorphic Attack Detection, Goergia Tech September 2009.

Threats on the Future Internet Future Internet Assembly (FIA), Valencia, April 2010.

6.8 Keynote Talks

Security Risks: Virus and Worms

e 4th Concertation Meeting of IST-FP6 Communication and Network Technologies projects and as-
sociated clusters, Brussels, Belgium, March 2005. http://www.cordis.lu/ist/directorated/
cnt/neweve/concertation /4_05concertagenda.htm
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7 Teaching Experience

7.1 Courses Taught/Developed

e HY 647 - Topics in Parallel Operating Systems (new course), (joint teaching with Christos
Nikolau), University of Crete, Fall 1992.

e LOG 203 - Software Technology, Technical University of Crete, Fall 1992.

e LOG 301 - Operating Systems (new course), Technical University of Crete, Fall 1992.

e ARCH 302 - Computer Architecture (new course), Technical University of Crete, Spring 1993.
e HY 425 - Computer Architecture, University of Crete, Spring 1995.

e HY 443 - Parallel Programming, University of Crete, Fall 1995, 1996, 1997, 1998, 1999.

e HY 527 - Parallel Computer Architectures (new course), University of Crete, Fall 94 (with M.
Katevenis and D. Serpanos), Fall 1995, Fall 1996, Spring 1998.

e HY 345 - Operating Systems, University of Crete, Spring 1996-2005.

e HY 150 - Introduction to Programming (new course), University of Crete, Spring 1999, 2000,
2001.

e HY 558 - Internet Technologies and Systems (new course), University of Crete, 2000-2005.

e HY 555 - Parallel Systems and Grids (new course), University of Crete, 2001-2005.
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8 Publications

8.1 Citations

Science Citation Index: 349 citations (excluding self-citations) as of January 2007, counted by EKT (The
National Documentation Center).
ResearchIndex: 604 Citations (as of May. 2005 excluding self-citations).

8.2 DPatents

[p1] Evangelos Markatos, Manolis Katevenis, and Penny Vatsolaki: Notification of message arrival in a
parallel computer system Patent application number 97410036.4, (Europe) March 19th 1997

8.3 Invited Book Papers

[b1] Evangelos P. Markatos: Multiprocessor Synchronization Primitives with Priorities. In Y.-H. Lee, C.M.
Krishna (Eds.). Readings in Real-Time Systems, IEEE Computer Society Press, Los Alamitos,
California, 1993, also appeared in W. Halang and K. Ramamritham (Eds.). Real-Time Program-
ming, pages 1-7, Pergamon Press, 1992 (ISBN 0 08 041282 3).

[b2] Evangelos P. Markatos, and Thomas J. LeBlanc: Locality-Based Scheduling in Shared-Memory
Multiprocessors In Parallel Computing: Paradigms and Applications, edited by Albert Zomaya,
Chapman and Hall Series on Parallel Computing, International Thomson Computer Press, Jesshope
and Sahni editors, ISBN 1-85032188-4, 1996.

[b3] Evangelos P. Markatos and Thomas J. LeBlanc: Multiprogramming and Multiprocessing. In
Encyclopedia of Electrical and Electronic Engineering. Edited by J.G. Webster, volume 14,
pp- 25-35, 1999, John Wiley and Sons, Inc, Publishers, 1999, ISBN 0-471-13946-7.

[b4] Michail D. Flouris, Evangelos P. Markatos: Network RAM. In High Performance Cluster
Computing. Edited by Buyya Rajkumar, pages 383-408, Prentice Hall, USA, ISBN 0-13-013784-7,
1999. Translated in Chinese, ISBN 7-5053-6770-6, Publishing House of Electronics Industry (PHEL),
Beijing, China. Translators: Zhen Weiming, Shi Wei, Wang Dongshen

[b5] Evangelos P. Markatos, Antonis Danalis: Web Caching. In Enterprise Networking: Multilayer
Switching and Applications. Edited by V. Theoharakis and D.N. Serpanos. pp. 234-248. Idea
Group Publishing, ISBN: 1930708173, 2002.

[b6] S. Ioanidis, A.E. Papathanasiou, G. Maglis, E.P. Markatos, D. Pnevmatikatos and J. Sevaslidou, “On
Using Reliable Network RAM in Networks of Workstations” Cluster Computing, pp. 109-121,
Chapter 10, 2001, ISBN 1-59033-113-3, Nova Science Publishers, USA.

8.4 Journal Papers

[i1] Michael L. Scott, Thomas J. LeBlanc, Brian D. Marsh, Timothy G. Becker, Cezary Dubnicki, Evangelos
P. Markatos and Neil G. Smithline, Implementation Issues for the Psyche Multiprocessor Operating
System. In Computing Systems, Winter 1990, pp. 101-137.
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[i2] E.P. Markatos and T.J. LeBlanc Using Processor Affinity in Loop Scheduling on Shared-Memory
Multiprocessors. In IEEE Transactions on Parallel and Distributed Systems', April 94, v 5 n
4, pp 379-400.

[j3] Evangelos P. Markatos, Main Memory Caching of Web Documents. In Computer Networks and
ISDN Systems, volume 28, issues 7-11, pages 893-906, 1996.

[j4] Catherine Houstis, Sarantos Kapidakis, Evangelos P. Markatos, and Erol Gelenbe Execution of Compute
Intensive Applications into Parallel Machines. In Information Sciences, vol. 97, numbers 1-2, pages
83-124, March 1997. Elsevier Science.

[j5] Manolis G.H. Katevenis, Evangelos P. Markatos, George Kalokerinos, and Apostolos Dollas, “Tele-
graphos: A Substrate for High Performance Computing on Workstation Clusters”. Journal of Par-
allel and Distributed Computing, pages 94-108, 43(2), June 1997, Academic Press.

[i6] Evangelos Markatos and George Dramitinos, “Adaptive and Reliable Paging to Remote Main Mem-
ory” Journal of Parallel and Distributed Computing, pages 357-388, 58(3), September 1999,
Academic Press.

[i7] S. Ioanidis, A.E. Papathanasiou, G. Maglis, E.P. Markatos, D. Pnevmatikatos and J. Sevaslidou, “On
Using Reliable Network RAM in Networks of Workstations”, Parallel and Distributed Computing
Practices, Special Issue on High Performance Computing on Clusters, 2(2), pp. 205-213, 1999, ISSN
1097-2803, Nova Science Publishers, USA.

[i8] Manolis G.H. Katevenis, Evangelos P. Markatos, Penny Vatsolaki and Chara Xanthaki “The Remote
Enqueue Operation on Networks of Workstations”, Informatica, Special Issue on Parallel Computing
on Network of Computers, pp. 29-39, 23(1), April 1999, (ISSN 0350-5596)

j vangelos P. Markatos, Athanasios E. Papathanasiou and Nektarios Papadakakis “Visualizing Traffic

9] E los P. Mark: Ath ios E. P h i d Nektarios Papadakakis “Visualizing Traffi
on the World Wide Web”, WebNet Journal: Internet Technologies, Applications and Issues,
(http://www.webnetjrl.com) 1(2), pp. 57-65, April-June 1999.

[j10] Michail D. Flouris and Evangelos P. Markatos: “The Network RamDisk: using remote memory on
heterogeneous NOWs”, Cluster Computing, 2(4), pp. 281-293, 1999, Baltzer Science Publishers.

[j11] Dionisis Pnevmatikatos, Evangelos P. Markatos, Gregory Maglis and Sotiris Ioannidis: “On Using
Network RAM as a non-volatile Buffer”, Cluster Computing, 2(4), pp. 295-303, 1999, Baltzer
Science Publishers.

[j12] Evangelos P. Markatos “On Caching Search Engine Query Results”, Computer Communications,
24(2), pp. 137-143, Jan 2001.

[j13] Evangelos P. Markatos, Dionisios N. Pnevmatikatos, Michail D. Flouris, and Manolis G.H. Katevenis,
“Web-Conscious Storage Management for Web Proxies”, IEEE/ACM Transactions on Network-
ing, December 2002, Volume 10, Number 6, pp. 735-748.

[j14] K. Xinidis, I. Charitakis, S. Antonatos, K. G. Anagnostakis, and E. P. Markatos, “An Active Splitter
Architecture for Intrusion Detection and Prevention.” ITEEE Transactions on Dependable and
Secure Computing, January-March 2006, Volume 3, Number 1, pages 31-44.

[j15] M. Polychronakis, K. G. Anagnostakis, and E. P. Markatos, “Network-level Polymorphic Shellcode
Detection Using Emulation.” Journal in Computer Virology, 2(4) pp. 257-274, Springer Verlang,
2007.

[j16] S. Antonatos, P. Akritidis, E. P. Markatos, and K.G. Anagnostakis, Defending against Hitlist Worms
using Network Address Space Randomization, Computer Networks, 51 (12): 3471-3490 August
2007.

HEEE TPDS was the journal with the highest impact factor among all parallel/distributed systems journals in 1995
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[i17] K. Neocleous, M.D. Dikaiakos, P. Fragopoulou, and E. P. Markatos. Failure Management in Grids:
The Case of the EGEE Infrastructure. Parallel Processing Letters 17(4) pp. 391-410, Dec. 2007.

[j18] Harris Papadakis, Paraskevi Fragopoulou, Evangelos P. Markatos, Marios D. Dikaiakos, and Alexan-
dros Labrinidis. “Hash-Based Overlay Partitioning in Unstructured Peer-to-Peer Systems”, Parallel
Processing Letters 19(1) pp. 57-71, 2009.

[j19] Kostas G. Anagnostakis, Stelios Sidiroglou, Periklis Akritidis, Michalis Polychronakis, Angelos
D. Keromytis, and Evangelos P. Markatos. “Shadow Honeypots”. In International Journal of
Computer and Network Security (IJCNS), vol. 2, no. 9, pp. 1-16, September 2010.

[(20] Andreas Makridakis, Elias Athanasopoulos, Spyros Antonatos, Demetres Antoniades, Sotiris
Toannids, and FEvangelos P. Markatos. “Understanding The Behavior of Malicious Applications in
Social Networks”. In IEEE Network, 24(5), pp. 14-19, September-October 2010.

8.5 Refereed Conference Papers

[c1] Thomas J. LeBlanc and Evangelos P. Markatos, Operating System Support for Adaptable Real-
Time Systems. In Proceedings of the Seventh IEEE Workshop on Real-Time Operating Systems and
Software, May 1990, also appeared in IEEE Real-Time Systems Newsletter, 6, pp. 1-10.

[c2] Alex Buchmann, Mark Hornick, Catherine Chronaki and Evangelos Markatos, Specification of a Trans-
action Mechanism for a Distributed, Active Object System. in Proceedings of the OOPSLA/ECOOP
90 Workshop on Transactions in and Objects, pages 1-9, Ottawa, Canada, October, 1990.

[c3] Evangelos P. Markatos, Multiprocessor Synchronization Primitives with Priorities. In Proceedings of
the Fight IEEE Workshop on Real-Time Operating Systems and Software, pages 1-7, Atlanta, GA, May
1991 (also appeared in the Proceedings of the IFAC Workshop on Real Time Programming, Pergamon
Press, and in IEEE Real-Time Systems Newsletter, 7:4, pp.1-7.).

[c4] Brian D. Marsh, Michael L. Scott, Thomas J. LeBlanc, and Evangelos P. Markatos, First-class User-
level Threads. In Proceedings of the Thirteenth Symposium on Operating System Principles, SOSP
91, pages 110-121 October 1991, Pacific Grove, CA.

[c5] Mark Crovella, Prakash Das, Cezary Dubnicki, Thomas LeBlanc and Evangelos Markatos, Multi-
programming on Multiprocessors. In Proceedings of the Third IEEE Symposium on Parallel and
Distributed Processing, pages 590-597, December 1991, Dallas, Texas.

[c6] Evangelos P. Markatos, Mark Crovella, Prakash Das, Cezary Dubnicki, and Thomas LeBlanc, The
Performance of Scalable Barriers in the Presence of Multiprogramming. In Proceedings of the Third
IEEE Symposium on Parallel and Distributed Processing, pages 662-669, December 1991, Dallas,
Texas.

[c7] Evangelos P. Markatos and Thomas J. LeBlanc, Load Balancing vs. Locality Management in Shared-
Memory Multiprocessors. In Proceedings of the 1992 International Conference of Parallel Processing,
ICPP 92, pages 1:258-267.

[c8] Evangelos P. Markatos and Thomas J. LeBlanc, Using Memory (or Cache) Affinity in Loop Scheduling
on Shared-Memory Multiprocessors. In Proceedings of Supercomputing 92, pages 104-113. Selected
among the best papers of the conference and was invited for publication in the Journal
of Supercomputing.

[c9] Thomas J. LeBlanc and Evangelos P. Markatos, Shared Memory vs. Message Passing on Shared-
Memory Multiprocessors. In Proceedings of the Fourth IEEE Symposium on Parallel and Distributed
Processing, December 1992, Dallas, Texas, pages 254-263.
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[c10] Mark Crovella, Ricardo Bianchini, Thomas LeBlanc, Evangelos Markatos and Robert Wisniewski,
Using Communication to Computation Ratio in Parallel Program Design and Performance Prediction.
In Proceedings of the Fourth IEEE Symposium on Parallel and Distributed Processing, December
1992, Dallas, Texas, pages 238-245.

[c11] Evangelos Markatos, How Architecture Evolution Influences the Scheduling Discipline used in Shared-
Memory Multiprocessors Parallel Computing: Trends and Applications., September 1993, Grenoble,
France, pp. 227-230, Elsevier Science B.V.

[c12] Evangelos Markatos and Catherine Chronaki, Trace-Driven Simulation of Data-Alignment and other
Factors affecting Update and Invalidate Based Coherent Memory Proceedings of the International
Workshop on Modeling, Analysis and Simulation of Computer and Telecommunications Systems (MAS-
COTS 94) pp. 44-52, January 1994, Durhan, NC, USA.

[c13] Evangelos Markatos and Catherine Chronaki, The use of reference counters in Update and Invalidate
Based Coherent Memory Proceedings of the 6th International Parallel Languages and Environments
Europe (PARLE 94), July 1994, pages 805-809, Athens, Greece. Lecture Notes in Computer Science
817.

[c14] Manolis Katevenis, Evangelos Markatos, George Kalokerinos, Panagiota Vatsolaki, Sarantos Kap-
idakis, and Christos Nikolaou, Burst Tolerance and Throughput Preservation in the Telegraphos
Network, Proceedings of the 5th COMCON, June 1995, Crete, Greece.

[c15] Evangelos P. Markatos, George Dramitinos, Adding Flexibility to a Remote Memory Pager, Proceed-
ings of the Fourth International Workshop on Object Orientation in Operating Systems, pp. 183-186,
Lund, Sweden, August 1995.

[c16] Evangelos P. Markatos, George Dramitinos, Implementation of a Reliable Remote Memory Pager,
Proceedings of the USENIX 1996 Technical Conference pp. 177-190, January 22-26, 1996 San Diego,
CA

[c17] Evangelos P. Markatos, Issues in Reliable Network Memory Paging. Proceedings of the Interna-
tional Workshop on Modeling, Analysis and Simulation of Computer and Telecommunications Systems
(MASCOTS 96) pp. 207-211. February 1996, San Jose, CA, USA.

[c18] Evangelos P. Markatos, Using Remote Memory to avoid Disk Thrashing: A Simulation Study.
Proceedings of the International Workshop on Modeling, Analysis and Simulation of Computer and
Telecommunications Systems (MASCOTS 96) pp. 69-73, February 1996, San Jose, CA, USA.

[c19] Evangelos Markatos, Manolis G.H. Katevenis, Telegraphos: High-Performance Networking for Parallel
Processing on Workstation Clusters. Proceedings of the Second International Symposium on High-
Performance Computer Architecture, (HPCA-2). pp. 144-153, San Jose, CA, USA, Feb. 1996.

[c20] Evangelos P. Markatos, Main Memory Caching of Web Documents Proceedings of the 5th International
Conference on the Wold Wide Web. Paris, France, May 1996.

[c21] Evangelos Markatos, Manolis G.H. Katevenis, User-Level DMA without Operating System Ker-
nel Modification Proceedings of the Third International Symposium on High-Performance Computer
Architecture, (HPCA-3), pages 322-331, IEEE CS Press, San Antonio, TX, USA, Feb. 1997.

[c22] Manolis G.H. Katevenis Panagiota Vatsolaki, Dimitrios Serpanos, Evangelos Markatos, ATLAS
I: A Single-chip ATM switch for NOWSs. Proceedings of the First Workshop on Communication and
Architectural Support for Network-based Parallel Computing (CANPC 97), Lecture Notes in Computer
Science 1199, Springer Verlag, pages 88-101, San Antonio, TX, USA, Feb. 1997.

[c23] M. Katevenis, D. Serpanos, E. Markatos, Multi-Queue Management and Scheduling for Improved
QoS in Communication Networks Proceedings of the Furopean Multimedia Microprocessor Systems
and Electronic Commerce (EMMSEC 97), pages 906-913, Florence, Italy, November 1997.
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[c24] Evangelos P. Markatos, Manolis G.H. Katevenis Penny Vatsolaki, The Remote Enqueue Operation on
Networks of Workstations Proceedings of the Second Workshop on Communication and Architectural
Support for Network-based Parallel Computing (CANPC 98), Lecture Notes in Computer Science 1362,
Springer Verlag, pages 1-14, Las Vegas, USA, Feb 1998.

[c25] Athanasios E. Papathanassiou, Evangelos P. Markatos, Lightweight Transactions on Networks
of Workstations. Proceedings of the International Conference on Distributed Computing Systems
(ICDCS 1998), pp. 544-553, May 1998

[c26] Nektarios Papadakakis, Evangelos P. Markatos, Athanasios E. Papathanassiou, Palantir: A Visual-
ization Tool for the World Wide Web. In Proceedings of INET’ 98 (The Internet Summit), Geneva,
Switzerland, July 1998.

[c27] Evangelos P. Markatos, Catherine E. Chronaki, A Top-10 Approach to Prefetching on the Web. In
Proceedings of INET’ 98 (The Internet Summit), Geneva, Switzerland, July 1998.

[c28] Sotiris Toanidis, Evangelos Markatos, Julia Sevaslidou, On Using Network Memory to Improve
the Performance of Transaction Based Systems. In Proceedings of 1998 International Conference on
Parallel and Distributed Processing Techniques and Applications (PDPTA’98), pp. 363-370, Vol. I,
July 1998, Las Vegas, USA.

[c29] Evangelos P. Markatos, Christina Tziviskou, Athanasios Papathanasiou, Effective Resource Discovery
on the World Wide Web In Proceedings of the WebNet 98 World Conference, pp. 611-616, Vol I, Nov.
1988, Orlando, FL, USA.

[c30] Evangelos P. Markatos, Manolis G.H. Katevenis Dionisis Pnevmatikatos Michail D. Flouris: Secondary
Storage Management for Web Proxies In Proceedings of the 1999 USENIX Symposium on Internet
Technologies and Systems (USITS 99), Co-Sponsored by IEEE Computer Society, Technical Committee
on the Internet, pp. 93-104. This was the only European paper of the conference.

[c31] Evangelos P. Markatos, On Caching Search Engine Query Results In Proceedings of the 5th Interna-
tional Web Caching and Content Delivery Workshop, May 2000.

[c32] Ekaterini M. Gialama, Evangelos P. Markatos, Julia E. Sevasslidou, Dimitrios N. Serpanos, Xeni A.
Asimakopoulou, and Evangelos N. Kotsovinos DIVISOR: DIstributed VIdeo Server fOr stReaming 5th
WSES/IEEE WORLD MULTICONFERENCE ON Circuits, Systems, Communications & Computers
(CSCC 2001), July 2001, pages 4531-4536.

[c33] Evangelos P. Markatos: Speeding-up TCP/IP: faster processors are not enough. In the Proceedings
of the 21st IEEE International Performance, Computing, and Communications Conference (IPCCC
2002), April 2002, pages 341-345.

[c34] Evangelos P. Markatos: Tracing a large-scale Peer to Peer System: an hour in the life of Gnutella. In
the Proceedings of CCGrid 2002: the second IEEE International Symposium on Cluster Computing
and the Grid. May 2002, pp. 65-74.

[c35] Evangelos P. Markatos, Spyros Antonatos, Michalis Polychronakis, and Kostas D. Anagnostakis:
Exclusion-based Signature Matching for Intrusion Detection. In the Proceedings of TASTED Inter-
national Conference on Communications and Computer Networks (CCN 2002), October 2002, pp.
146-151.

[c36] Kostas D. Anagnostakis, Spyros Antonatos, Evangelos P. Markatos, and Michalis Polychronakis:
E?xB: A Domain-Specific String Matching Algorithm for Intrusion Detection In the Proceedings 18th
IFIP International Information Security Conference (SEC 2003) May 2003, pp. 217-228.

[c37] Toannis Charitakis, Dionisios Pnevmatikatos, Evangelos P. Markatos, and Kostas Anagnostakis:
Code Generation for Packet Header Intrusion Analysis on the IXP1200 Network Processor In the
Proceedings of the 7th International Workshop on Software and Compilers for Embedded Systems
(SCOPES 2003), September 24-26 2003, pp. 226-239, Vienna, Austria. Lecture Notes in Computer
Science, LNCS, pp. 226-239.
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[c38] Jan Coppens, Steven Van den Berghe, Herbert Bos, Evangelos P. Markatos, Filip De Turck,
Arne Oslebo, and Sven Ubik: SCAMPI: A Scalable and Programmable Architecture for Monitoring
Gigabit Networks. in Proceedings of the Workshop on End-to-End Monitoring Techniques and Services
(E2EMON), , pp. 475-487, September 7-10 2003, Belfast, Ireland.

[c39] Tonnis Charitakis, Kostas G. Anagnostakis, and Evangelos P. Markatos, An Active Traffic Splitter
Architecture for Intrusion Detection Proceedings of the International Workshop on Modeling, Analysis
and Simulation of Computer and Telecommunications Systems (MASCOTS 2003) October 12-15 2003,
pp- 238-241 Orlando, FL, USA.

[c40] Spyros Antonatos, Kostas G. Anagnostakis, Michalis Polychronakis, and Evangelos P. Markatos,
Performance Analysis of Content Matching Intrusion Detection Systems Proceedings of the 200/
International Symposium on Applications and the Internet (SAINT 2004) 2004, Tokyo, JAPAN.
IEEE Technical Committee on the Internet.

[c41] Spyros Antonatos, Kostas G. Anagnostakis, and Evangelos P. Markatos, Generating Realistic
workloads for Network Intrusion Detection Systems Proceedings of the Fourth International Workshop
on Software and Performance (WOSP 2004) 2004, USA. Co-Sponsored by ACM Sigmetrics and
SigSoft; in cooperation with IFIP WG 6.3 and 7.3.

[c42] Michalis Polychronakis, Kostas G. Anagnostakis, Arne Oslebo, and Evangelos P. Markatos, Design
of an Application Programming Interface for IP Network Monitoring Proceedings of the IEEE/IFIP
Network Operations and Management Symposium (NOMS) 2004, Korea.

[c43] J. Coppens, E.P. Markatos, J. Novotny, M. Polychronakis, V. Smotlacha and S. Ubik: SCAMPT -
A Scaleable Monitoring Platform for the Internet Proceedings of the 2nd International Workshop on
Inter-Domain Performance and Simulation (IPS 2004), Budapest, Hungary, 22-23 March 2004

[c44] P. Akritidis, Kostas Anagnostakis, and E.P. Markatos: Efficient Content-Based Fingerprinting of
Zero-Day Worms. Proceedings of the International Conference on Communications (ICC 2005), Seoul,
Korea, 16-20 May 2005

[c45] Kostas Xinidis, Kostas D. Anagnostakis, and Evangelos P. Markatos: Design and Implementation of
a High-Performance Network Intrusion Prevention System In the Proceedings 20th IFIP International
Information Security Conference (SEC 2005), May 2005.

[c46] S. Antonatos, M. Polychronakis, P. Akritidis, Kostas D. Anagnostakis, and Evangelos P. Markatos:
Piranha: Fast and Memory-efficient Pattern Matching for Intrusion Detection. In the Proceedings
20th IFIP International Information Security Conference (SEC 2005), May 2005.

[c47] P. Akritidis, Evangelos P. Markatos, M. Polychronakis, and Kostas G. Anagnostakis: STRIDE:
Polymorphic Sled Detection through Instruction Sequence Analysis In the Proceedings 20th TFIP
International Information Security Conference (SEC 2005), May 2005.

[c48] K.G. Anagnostakis, S Sidiroglou, P. Akritidis, K. Xinidis, E. P. Markatos, and A.D. Keromitis,
Detecting Targeted Attacks Using Shadow Honeypots, In the Proceedings of the USENIX Security
Conference, 2005.

[c49] K.G. Anagnostakis, S. Antonatos, P. Akritidis, and E. P. Markatos. Defending against Hitlist Worms
using Network Address Space Randomization, In the Proceedings of the WORM (Workshon on Rapid
Malcode) 2005.

[c50] Charis Papadakis, Paraskevi Fragopoulou, Elias Athanasopoulos, Marios Dikaiakos, Alexandros
Labrinidis, and Evangelos Markatos. A Feedback-based Approach to Reduce Duplicate Messages in
Unstructured Peer-to-Peer Networks In the Proceedings of the Coregrid Integration Workshop 2005.
ISBN 0-387-47656-3, Springer Verlang, Jan 2007.
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[c51] S. Andreozzi, D. Antoniades, A. Ciuffoletti, A. Ghiselli, E.P. Markatos, M. Polychronakis, and P.
Trimintzios. Issues about the Integration of Passive and Active Monitoring for Grid Networks. In the
Proceedings of the Coregrid Integration Workshop 2005. ISBN 0-387-47656-3, Springer Verlang, Jan
2007.

[c52] P. Trimintzios, M. Polychronakis, A. Papadogiannakis, M. Foukarakis, and E.P. Markatos.
DiMAPI: An Application Programming Interface for Distributed Network Monitoring Proceedings
of the IEEE/IFIP Network Operations and Management Symposium (NOMS), 2006.

[c53] D. Koukis, S. Antonatos, D. Antoniades, P. Trimintzios, and E.P. Markatos. A Generic Anonymization

Framework for Network Traffic Proceedings of the IEEFE International Conference on Communications
(ICC 2006), June 2006.

[c54] D. Antoniades, M. Athanatos, A. Papadogiannakis, E.P. Markatos, and C. Dovrolis. Available
bandwidth measurement as simple as running wget Proceedings of the Passive and Active Measurement
Conference (PAM2006), March 2006.

[c55] E. Athanasopoulos, K. Anagnostakis, and E.P. Markatos. Misusing Unstructured P2P Systems to
Perform DoS Attacks: The Network that Never Forgets Proceedings of the International Conference
on Applied Cryptography and Network Security (ACNS’06), June 2006.

[c56] M. Polychronakis, K. Anagnostakis, and E.P. Markatos. Network-Level Polymorphic Shellcode
Detection Using Emulation Proceedings of the Conference on Detection of Intrusions and Malware &
Vulnerability Assessment(DIMVA) 2006.

[c57] A. Papadogianakis, A. Kapravelos, M. Polychronakis, E.P. Markatos, and A. Ciuffoletti. Passive
end-to-end packetloss estimation for GRID traffic monitoring In the Proceedings of the Coregrid
Integration Workshop 2006. Springer Verlang.

[c58] C. Papadakis, P. Fragopoulou, M. Dikaiakos, and E.P. Markatos. Divide et impera: partitioning
unstructuted peer-to-peer systems to improve resource location In the Proceedings of the Coregrid
Integration Workshop 2006. Also in Achievements in European Research on Grid Systems, pages 1-12.
Springer, 2008. ISBN: 978-0-387-72811-7. (Editors: Sergei Gorlatch, Marian Bubak and Thierry Priol)

Springer Verlang.

[c59] K. Neocleous, M. Dikaiakos, P. Fragopoulou, and E.P. Markatos. GRID reliability: a study of failures
on the EGEE infrastructure In the Proceedings of the Coregrid Integration Workshop 2006.

[c60] Demetres Antoniades, Michalis Polychronakis, Spiros Antonatos, Evangelos P. Markatos, Sven
Ubik, and Arne Oslebo. Appmon: An Application for Accurate per Application Network Traffic
Characterization. In IST Broadband Furope 2006 Conference, December 2006, Geneva, Switzerland.

[c61] Michalis Polychronakis, Kostas Anagnostakis, and Evangelos P. Markatos. Emulation-based Detection
of Non-self-contained Polymorphic Shellcode. In Recent Advances in Intrusion Detection (RAID), 2007.

[c62] Michalis Foukarakis, Demetres Antoniades, Spiros Antonatos, and Evangelos P. Markatos. Flexible
and High-Performance Anonymization of NetFlow Records using Anontool. In Proceedings of the
Third International Workshop on the Value of Security through Collaboration (SECOVAL 2007). Part
of SECURECOMM’07 co-sponsored by IEEE and CREATE-NE.

[c63] Elias Athanasopoulos, Kostas Anagnostakis, Mema Roussopoulos, and Evangelos P. Markatos. GAS:
Overloading a File Sharing Network as an Anonymous System. In Proceedings of the 2nd International
Worskhop on Security (IWSEC), 2007.

[c64] Antonis Papadogiannakis, Demetres Antoniades, Michalis Polychronakis, and Evangelos P. Markatos.
Improving the Performance of Passive Network Monitoring Applications using Locality Buffering.
Proceedings of the International Workshop on Modeling, Analysis and Simulation of Computer and
Telecommunications Systems (MASCOTS 2007), 2007.
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[c65] S. Antonatos, K. Anagnostakis, E. P. Markatos. Honey@home: A new approach to Large-scale
Threat Monitoring. In the Proceedings of the WORM (Workshon on Rapid Malcode) 2007.

[c66] Andreas Makridakis, Nikos Nikiforakis , Elias Athanasopoulos, and Evangelos P. Markatos. Alice,
what did you do last time? Fighting Phishing Using Past Activity Tests. European Conference on
Computer Network Defense (EC2ND), 2007.

[c67] Michalis Foukarakis Demetres Antoniades Spiros Antonatos and Evangelos P. Markatos. On the
Anonymization and Deanonymization of Netflow Traffic. In Proceedings of FloCon 2008. January
2008, Savannah, Georgia, USA

[c68] Demetris Antoniadis, Michalis Polychronakis, Antonis Papadogiannakis, Panagiotis Trimintzios,
Sven Ubik, Vladimir Smotlacha, Arne Oslebo, and Evangelos Markatos Michalis Foukarakis Demetres
Antoniades Spiros Antonatos and Evangelos P. Markatos. LOBSTER: A European Platform for
Passive Network Traffic Monitoring In Proceedings of 4th International Conference on Testbeds and
Research Infrastructures for the Development of Networks & Communities (TRIDENTCOM) 2008.
March 2008, Austria.

[c69] Demetris Antoniades, Michalis Polychronakis, Nick Nikiforakis, Evangelos P. Markatos, and Yiannis
Mitsos. Monitoring three National Research Networks for Eight Weeks: Observations and Implica-
tions, In Proceedings of the 6th IEEE Workshop on End-to-End Monitoring Techniques and Services
(E2EMON) 2008.

[c70] Nikos Nikiforakis, Demetres Antoniades, Evangelos P. Markatos, Sotiris Ioannidis, and Arne Olesbo.
When AppMon met Stager. In Proceedings of the 6th IEEE Workshop on End-to-End Monitoring
Techniques and Services (E2EMON) 2008.

[c71] Peter 1. Politopoulos, Evangelos P. Markatos, and Sotiris Ioannidis. Evaluation of Compression of
Remote Network Monitoring Data Streams. In Proceedings of the 6th IEEE Workshop on End-to-End
Monitoring Techniques and Services (E2EMON) 2008.
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